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Policy: 

The minimum necessary standard requires ETSU to evaluate practices and enhance safeguards as needed to limit unnecessary or inappropriate use or disclosure of, and requests for, protected health information (PHI).  The Privacy Rule requires covered entities to take reasonable steps to limit the use or disclosure of, and requests for, PHI to the minimum necessary to accomplish the intended purpose.

Procedure:

ETSU must develop and implement policies and procedures appropriate for its own organization, reflecting its business practices and workforce.  For uses of PHI, ETSU’s policies and procedures must identify the persons or classes of persons, in its workforce, who need access to the information to carry out their job duties, the categories or types of PHI needed, and conditions appropriate to such access.  Where the entire medical record is necessary, ETSU policies and procedures must state explicitly and include a justification.  ETSU must make reasonable efforts to limit the access of such persons or classes of persons to PHI as set forth in its policies and procedures. 

For routine or recurring requests and disclosures, the policies and procedures may be standard protocols and must limit the PHI disclosed or requested to that which is the minimum necessary for that particular type of disclosure or request.  Individual review of each disclosure or request is not required.    

For non-routine disclosures and requests, ETSU must develop reasonable criteria for determining and limiting the disclosure or request to only the minimum amount of PHI necessary to accomplish the purpose of a non-routine disclosure or request.  Non-routine disclosures and requests must be reviewed on an individual basis in accordance with these criteria and limited accordingly.

Reasonable Reliance -  In certain circumstances, the Privacy Rule permits ETSU to rely on the judgment of the party requesting the disclosure as to the minimum amount of information that is needed.  Such reliance must be reasonable under the particular circumstances of the request.  This reliance is permitted when the request is made by:

· a public official or agency who states that the information requested is the minimum necessary for a purpose permitted under 45CFR 164.512 of the Rule, such as for public health purposes (45 CFR 164.512(b)),

· another covered entity,

· a professional who is a workforce member or business associate of ETSU and who states that the information requested is the minimum necessary for the stated purpose of providing professional services to the covered entity, and

· a researcher with appropriate documentation from an institutional review board (IRB) or privacy board.

The Privacy Rule does not require such reliance, however, and ETSU always retains discretion to make its own minimum necessary determination for disclosures to which the standard applies.

The minimum necessary standard does not apply to the following:

· disclosures to or requests by a health care provider for treatment purposes,

· disclosures to the individual who is the subject of the information,

· disclosures made pursuant to a valid authorization by the individual,

· uses or disclosures required for compliance with the Health Insurance Portability and Accountability Act (HIPAA) Administrative Simplification Rules.

· disclosures to the Department of Health and Human Services (HHS) when disclosure of information is required under the Privacy Rule for enforcement purposes, and

· uses or disclosures that are required by other law.

References:  45 C.F.R. Sec. 502 (b)



45 C.F.R. Sec. 514 (d)
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  1.

  2.

  3.

Impact to patient:

   a.  Negatively in terms of privacy:  Could the disclosure potentially harm the patient, such as introduce discrimination?

   b.  Positively in terms of patient care:  Would the disclosure help the patient?

  4.

Impact to covered entity:

   a.  Negatively in terms of compliance:  Could the disclosure result in a wrongful disclosure lawsuit?

   b.  Positively in terms of ability to provide quality care, obtain reimbursement:  Would, for example, a claim be denied because of

         failure to produce information?

  5.

Extent to which disclosure would extend number of individuals

 or entities with access to PHI.

  6.

Likelihood of re-disclosure.

  7.

Ability to achieve the same purpose 

with de-identified information.

  8.

Techology available to limit disclosure

 of PHI.

  9.

Cost of limiting disclosure 

of PHI.

  10.

Any other factors 

believed relevant to the determination.

Specivivity of request:

  If request is general, narrow down the disclosure to specific documents or periods of time that would fit the purpose of 

the request.

Exhibit A

Purpose/importance of request:

  If there is a clear purpose, disclosures should relate to the purpose.  If there is not a clear purpose, it may 

be necessary to ask for clarification and at the same time ask for what specific disclosures are sought.
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Impact to patient:

   a.  Negatively in terms of privacy:  Could the disclosure potentially harm the patient, such as introduce discrimination?

   b.  Positively in terms of patient care:  Would the disclosure help the patient?

  4.

Impact to covered entity:

   a.  Negatively in terms of compliance:  Could the disclosure result in a wrongful disclosure lawsuit?

   b.  Positively in terms of ability to provide quality care, obtain reimbursement:  Would, for example, a claim be denied because of

         failure to produce information?

  5.

Extent to which disclosure would extend number of individuals

 or entities with access to PHI.

  6.

Likelihood of re-disclosure.
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Ability to achieve the same purpose 

with de-identified information.
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Techology available to limit disclosure

 of PHI.

  9.

Cost of limiting disclosure 
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Any other factors 

believed relevant to the determination.

Specivivity of request:

  If request is general, narrow down the disclosure to specific documents or periods of time that would fit the purpose of 

the request.
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Purpose/importance of request:

  If there is a clear purpose, disclosures should relate to the purpose.  If there is not a clear purpose, it may 

be necessary to ask for clarification and at the same time ask for what specific disclosures are sought.
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		Role				Department														Sensitive Information

								Applications		Views		Privileges

												V		P		W		S

		Audits				Compliance		Billing System				X		X		X				Medical Record

		Billing and Collections				Billing and Collections		Billing System				X		X						Medical Record

		Clerk/Typist				All Departments		Billing System

		Coding/Medical Biller				Clinics		Billing System				X		X		X				Medical Record

		Front Office				Clinics		Billing System		Demographics		X		X

								Medical Records

								Demographics		Insurance

								Insurance

		Information Systems				Data		Billing System				X		X

								Lab System

		Laboratory				Laboratory		Billing System				X		X		X		X		Laboratory Test Data

								Lab System

		Medical Assistant				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Medical Records				Clinics		Billing System		All		X		X

								Medical Records

		Medical Students				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Nurse				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Nurse Practitioner				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Nutritionist				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Office Manager				Clinics		Billing System		All		X		X

								Medical Records

		Patient Care Coordinator				Clinics		Billing System		All		X		X

								Medical Records

		Phlebotomist				Laboratory		Billing System		Lab Orders		X								Diagnoses

								Lab System

		Physician Assistant				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Physicians				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Practice Administration				Clinics		Billing System		All		X		X

								Medical Records

		Referral & Pre-Certification				Clinics		Billing System		All		X

								Medical Records

		Refunds				Billing and Collections		Billing System				X		X						Demographics

																				Insurance

		Research				Research		Billing System		All		X		X		X		X

								Medical Records

		Residents				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Secretary				Clinics		Billing System				X

		Social Worker				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Student Worker				Clinics		Billing System				X		X

								Medical Records

								Demographics

								Insurance

		Technician				Clinics		Billing System				X

		Transcriptionist				Clinics		Billing System		All		X								Dictation

								Medical Records
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		Examples of Criteria for Evaluating Non-Routine Disclosures

		1.

		2.

		3.		Impact to patient:

				a.  Negatively in terms of privacy:  Could the disclosure potentially harm the patient, such as introduce discrimination?

				b.  Positively in terms of patient care:  Would the disclosure help the patient?

		4.		Impact to covered entity:

				a.  Negatively in terms of compliance:  Could the disclosure result in a wrongful disclosure lawsuit?

				b.  Positively in terms of ability to provide quality care, obtain reimbursement:  Would, for example, a claim be denied because of

				failure to produce information?

		5.

		6.		Likelihood of re-disclosure.

		7.

		8.

		9.

		10.
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		Role				Department														Sensitive Information

								Applications		Views		Privileges

												V		P		W		S

		Audits				Compliance		Billing System				X		X		X				Medical Record

		Billing and Collections				Billing and Collections		Billing System				X		X						Medical Record

		Clerk/Typist				All Departments		Billing System

		Coding/Medical Biller				Clinics		Billing System				X		X		X				Medical Record

		Front Office				Clinics		Billing System		Demographics		X		X

								Medical Records

								Demographics		Insurance

								Insurance

		Information Systems				Data		Billing System				X		X

								Lab System

		Laboratory				Laboratory		Billing System				X		X		X		X		Laboratory Test Data

								Lab System

		Medical Assistant				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Medical Records				Clinics		Billing System		All		X		X

								Medical Records

		Medical Students				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Nurse				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Nurse Practitioner				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Nutritionist				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Office Manager				Clinics		Billing System		All		X		X

								Medical Records

		Patient Care Coordinator				Clinics		Billing System		All		X		X

								Medical Records

		Phlebotomist				Laboratory		Billing System		Lab Orders		X								Diagnoses

								Lab System

		Physician Assistant				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Physicians				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Practice Administration				Clinics		Billing System		All		X		X

								Medical Records

		Referral & Pre-Certification				Clinics		Billing System		All		X

								Medical Records

		Refunds				Billing and Collections		Billing System				X		X						Demographics

																				Insurance

		Research				Research		Billing System		All		X		X		X		X

								Medical Records

		Residents				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Secretary				Clinics		Billing System				X

		Social Worker				Clinics		Billing System		All		X		X		X		X

								Medical Records

		Student Worker				Clinics		Billing System				X		X

								Medical Records

								Demographics

								Insurance

		Technician				Clinics		Billing System				X

		Transcriptionist				Clinics		Billing System		All		X								Dictation

								Medical Records

																				Exhibit A

		Examples of Criteria for Evaluating Non-Routine Disclosures

		1.

		2.

		3.		Impact to patient:

				a.  Negatively in terms of privacy:  Could the disclosure potentially harm the patient, such as introduce discrimination?

				b.  Positively in terms of patient care:  Would the disclosure help the patient?

		4.		Impact to covered entity:

				a.  Negatively in terms of compliance:  Could the disclosure result in a wrongful disclosure lawsuit?

				b.  Positively in terms of ability to provide quality care, obtain reimbursement:  Would, for example, a claim be denied because of

				failure to produce information?

		5.

		6.		Likelihood of re-disclosure.

		7.

		8.

		9.

		10.
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