ETSU

Policy Title:


Transcription of Health Information

Policy Manual Section:
Clinic Operations

Policy Number:

HIP CO 040 A


Effective Date:

April 14, 2003

Board Approval Date:

Review/Revision History:

	Reviewed by:
	Date:
	Revision Number: (i.e. A, B, C)

	HIPAA Chair Committee
	10/24/02
	A

	
	
	

	
	
	

	
	
	

	
	
	


APPROVED BY:

Signature:
_______________________________________________________

Signature:
_______________________________________________________

Policy:

All medical information must be maintained so as to protect its confidential nature. Transcription of medical information is encouraged in order to enhance productivity.   All individuals, (hereinafter referred to as “Users”) who participate in the process of dictation, transcription, maintenance, storage and retrieval of transcribed data must be familiar with this policy.  

Procedure:

The transcription system used on-site and all transcribed data, whether produced on-site or by an independent contractor, are owned solely by ETSU.   

1. ETSU has the right to monitor, audit and read transcribed documents.  The network system administrator may override user passwords.  ETSU may monitor the content and usage of the transcription system to support operational, maintenance, auditing, security and investigative activities.

2. Only properly trained personnel will be authorized to use the transcription system.  The designated individual/supervisor in each department is responsible for providing such training and granting the authorization.

3. A User will only use the transcription system after signing an acknowledgement stating that the User acknowledges and understands the User’s obligation to protect security and maintain confidentiality when transcribing data.  The User will also acknowledge understanding to fulfill his or her obligations, and that the User will face disciplinary action if he or she does not.   All independent contractor and PRN transcriptionists will sign an appropriate Business Associate agreement.  The designated individual/supervisor in each department is responsible for obtaining and keeping such acknowledgement from each User.

4. Access to health information, records, tapes, dictation or a combination thereof is limited to authorized Users on a need to know basis, and as outlined in the Job Category Listing required by Policy MR 005 Minimum Necessary Use, Disclosure, Request. 

5. Dictation and dictation playback must be done in a secure environment that protects health information from being overheard by unauthorized persons.  Health information may not be dictated where others can overhear the dictation.

6. Dictation on audiocassette tapes, CD’s or other voice files may be shipped only in accordance with carriers authorized by the designated individual/supervisor in each department.  All work will be transferred in a secure method so as to protect personal health information (PHI).

7. Users must log off computers and dictation equipment when not transcribing unless using a pause feature that removes the document from the screen view and access until the transcriptionist reactivates it.

8. No User may electronically transmit transcribed data except as authorized by the designated individual/supervisor in each department, consistent with relevant system security policies and chain of trust partner agreements.

9. Users may store dictation on an audiocassette tape, CD, or any other voice file in a manner that protects against unauthorized access. Transcribed tapes may not be reused until they are first erased.

10. After a User completes transcription of a report, he or she must authenticate it by an identifier assigned by the designated individual/supervisor in each department.  This authentication does not, however, constitute the formal authentication of the report required by law and professional standards.

11. No User may release any patient data except to the individual who dictated the data, ETSU, or persons authorized in writing by designated individual/supervisor in each department.
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