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Policy: 
 
A covered entity must have and apply appropriate sanctions against its employees who 
fail to comply with its privacy policies and procedures or with the Privacy Rule as well as 
security policies.  “Employees” shall include members of the covered entity’s workforce as 
defined in 45 C.F.R. Sec. 160.103.  This standard does not apply to a member of the 
covered entity’s workforce with respect to actions that are covered by and meet the 
conditions of 164.502(j) (whistleblower), or those who file a complaint or assist in an 
investigation of an alleged violation of policy or procedure.   
 
Each of these policies and standards notes that all officers, employees, and agents of 
ETSU must adhere to these policies and standards, that ETSU will not tolerate violations 
of these policies and standards, and that such violations constitute grounds for 
disciplinary action up to and including termination, professional discipline, and criminal 
prosecution. 
 
Documentation of sanctions brought against employees 
 
Pursuant to Policy PO 010 A Privacy-Related Complaints and Investigations, the HIPAA 
Privacy Officer shall establish and maintain files that document all actions taken with 
regard to complaints and investigations, including the imposition of sanctions.   
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This information shall include: 

 a description of, and documenting evidence for, the violation, 

 a statement clarifying the nature of the violation, specifically indicating whether 
it was technical, involved the use or disclosure of protected health information 
(PHI), and whether the violation was accidental or intentional, and 

 a description of the sanction imposed. 
 
Procedure: 
 
Investigation of potential violations 
 

The Privacy Officer will investigate all complaints of violations of ETSU’s privacy policies 
and procedures pursuant to Policy PO 010 A Privacy-Related Complaints and 
Investigations. 
 

Sanctions 
 
There are two types of violations of privacy policies and procedures: 
 

 Violations that do not result in the use or disclosure of PHI, and 

 Violations that involve the in appropriate or illegal use or disclosure of PHI. 
 
These violations may be either unintentional or accidental, or intentional and deliberate.  
 
Examples of violations include: 
 

 Technical violations.  When obtaining authorization, an employee fails to notice 
that the individual signed but did not date the authorization form. 

 Accidental disclosure.  Information on two patients is accidentally mixed up, and 
the wrong information is sent to third-party payers. 

 Intentional disclosure.  An employee provides a drug company representative a 
list of patients with an identified medical condition without obtaining the patient’s 
authorization for this disclosure. 

 
The Privacy Officer should consult with the covered entity’s human resources director 
concerning the appropriate sanction, and the procedure for imposition of sanctions. 
 
The severity of the sanction imposed should be based, among other things, on the type of 
violation, the number of violations, and whether the employee has violated the privacy 
policies or procedures in the past.  Sanctions up to and including termination of 
employment may be imposed. 
 
 
 
Reference:  45 C.F.R. Sec. 164.530(e) 
 
 
 


