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President, Board of Directors
Policy:

Electronic communication is provided for the express purpose of facilitating the efficiency of conducting business and to expedite the transfer of information in service to practice patients.  It is the policy of ETSU Physicians and Associates to comply with all regulatory agencies in regard to the transmission of all confidential information. Follow these procedures to assure compliance with this policy.

Procedure:
ETSU Physicians and Associates Internal Electronic Communications

1. Use e-mail responsibility and productively to facilitate the business of the practice and maintain and enhance the image and reputation of the Practice.

2. E-mail is intended to be used as a business tool to facilitate the exchange of information needed to perform an employee’s job.

3. The practice e-mail accounts and passwords should not be shared or revealed to anyone else besides the authorized user or systems administrators.

4. Use of e-mail is to be in compliance with all applicable state and federal statues and ETSU policies and procedures.  Prohibited usage of ETSU e-mail system includes, but is not limited to:

· copying or transmission of any document, software or other information protected by copyright and/or patent law, without proper authorization by the copyright or patent owner,

· engaging in any communication that is threatening, defamatory, obscene, offensive, or harassing,

· use of e-mail system for gambling or illegal activities,

· disclosure of an individual’s personal information without appropriate authorization,

· transmission of information to individuals inside or outside the company without a legitimate business need for the information,

· transmission of highly confidential or sensitive information, e.g., HIV status, mental illness, chemical dependency,

· misrepresenting, obscuring, suppressing, or replacing a users identity on an e-mail communication, and

· attempting unauthorized access to data or attempting to breach any security measure on any electronic communication system, or attempting to intercept any electronic communication transmissions without proper authorization.

5. All messages originated or transported within or received into ETSU e-mail system are considered to be the property of ETSU.  All users of e-mail systems do so with the understanding that they have no expectation of privacy relating to that use.

6. The practice reserves the right to access the e-mail system for the purpose of ensuring the protection of legitimate business interests and proper utilization of its property.  Such purposes may include, but are not limited to:

· locating and retrieving lost messages,

· performing duties when an employee is out of the office or otherwise unavailable,

· maintaining control of the system by analyzing message patterns and implementing revisions as needed,

· collecting or monitoring electronic communications in order to ensure the ongoing availability and reliability of the system,

· recovering from systems failures and other unexpected emergencies, and

· investigating suspected breaches of security or violations of policy with probable cause.

7. E-mail information is occasionally visible to IS staff engaged in routine testing, maintenance, and problem resolution.  Staff assigned to carry out such assignments will not intentionally seek out and read, or disclose to others, the content of e-mail.

8. Only send identifiable patient information, or other confidential information, to other users of the practice systems who are authorized to see it. 

9. When communicating patient information send only account numbers or chart numbers to identify the patient never send patient name or any easily identifiable patient information (i.e., Social security numbers, date of birth, etc.).  

10. Keep any distribution or e-mail address lists updated with current recipients to avoid misdirection information.

11. Compress large files or documents using a tool like WinZip before attaching them to e-mail messages.

12. Do not electronically transmit identifiable patient information or other confidential information outside the practice unless written consent has been given.

13. For purposes of higher security all e-mails dealing with identifiable patient information will be stored on the e-mail exchange server not in personal folders on an employees desktop.

14. Delete all e-mails on a regular basis.  This includes deleting all e-mails in the in-box, deleted folder, and sent items.

15. A confidentiality statement will be included at the end of each e-mail.

Provider/Patient Use of E-mail

Physicians will not communicate with patients via e-mail unless the following guidelines are followed:

1. A minimum of 128-bit encryption will be used for all electronic communications with patients.

2. Make sure the patient has given written consent before e-mail communication between provider and patient take place.  If the patient refuses to sign a consent form, the provider will refuse to communicate with him or her via e-mail.

3. Agree in writing on all ground rules for e-mail communication, including which topics are okay and which are not.

4. Establish e-mail alternatives for urgent or emergency situations (phone call, fax communication).

5. Reiterate to the patient the risks of e-mail, including the fact that a nurse or other support staff may see e-mail.  No one can guarantee the security and privacy of e-mail messages.  Employers generally have the right to access any e-mail received or sent by a person at work.

6. Staff other than the provider may read and process the mail.

7. Clinically relevant messages and responses will be documented in the medical record.

8. E-mail message content must include the category of the communications in the subject line, i.e., prescription refill, appointment request, etc and clear patient identification including patient name, telephone number and patient identification number in the body of the message.

9. Refuse to engage in e-mail chains that put the provider at risk.

10. Carefully select the patients with whom providers feel comfortable using this medium.

11. A central address by clinical location will be established for all e-mail communications.
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