ETSU PHYSICIANS AND ASSOCIATES

Policy Title:


Red Flag Alerts



Policy Manual Section:
Compliance
Policy Number:

COM 020 A



Effective Date:

May 1, 2009


Board Approval Date:

Review/Revision History:

	Reviewed by:
	Date:
	Revision Number: (i.e. A, B, C)

	Board of Directors
	7/23/09
	A

	
	
	

	
	
	

	
	
	

	
	
	


APPROVED BY:

Signature:
_______________________________________________________ 



Chair, Administrative and Budget Committee
Signature:
_______________________________________________________


President, Board of Directors
Policy: 

It is the policy of ETSU Physicians & Associates (Practice) to implement an Identity Theft Prevention Program (The “Program”) to detect, prevent, and mitigate identity theft in connection with new and existing patient accounts.
To detect, prevent, and mitigate identity theft and enable the Practice to:

1. Identify relevant patterns, practices, and specific forms of activity that are “red flags” signaling possible identity theft and incorporate those red flags into our procedures;

2. Incorporate controls that detect red flags into our procedures;

3. Respond appropriately to any red flags that are detected to prevent and mitigate identity theft; and

4. Ensure the Practice’s processes are updated periodically to reflect changes in risks from identity theft.

Definitions:

Identity theft is a fraud committed or attempted by using the identifying information of another person without authority. In the context of a medical practice, identity theft may involve using a person’s name and/or insurance information without his/her knowledge to fraudulently obtain medical services or benefits.
Procedure:

1.  Recognize Identity Theft Red Flags

It is the policy of the Practice to detect attempts at patient identity theft or fraud and immediately report incidents to the Compliance Office and his/her designee that occur in and/or around the Practice.  

Procedures:

1. Staff should be alert for the possibility of patient identity theft. 

2. Any staff member/witness suspecting identity theft should immediately report it to the Compliance Office.  
3. The witness, with assistance from the Compliance Office, completes an identity theft investigation report.  
4. The Compliance Office reviews the completed accident/incident investigation report. 

5. If the Compliance Office determines it appropriate, the report is presented to the executive director to determine the necessary follow-up with the party or parties involved.

In the following circumstances, staff should be vigilant in recognizing the possibility of identity theft:

a. Upon check-in, the patient submits a driver’s license, insurance card, or other identifying information that appears to be altered or forged.

b. The photograph on the driver’s license or other photo ID, as submitted by the patient, does not resemble the patient.

c. The information on one form of the patient’s identification is inconsistent with information on another form of identification (address on check for copayment does not match address on driver’s license), or does not match information already in the Practice records.

d. The patient Social Security Number (SSN) has not been issued; or is otherwise invalid. 

HINT: The following SSN numbers are always invalid:

· The first three digits are in the 800, 900, or 000 range;

· The first three digits are in a range from 772 to 799;

· The first three digits are 666;

· The fourth and fifth digits are 00; or

· The last four digits are 0000.

e. The address given by the patient does not exist.

f. The phone number given by the patient is invalid or is associated with a pager or answering service.

g. The patient fails to provide identifying information or documents.

h. Personal identifying information given by the patient is not consistent with personal identifying information in the Practice’s records.

i. The patient’s signature does not match a signature on file in the Practice’s records.

j. The SSN or other identifying information furnished by the patient is identical to other identifying information in the Practice’s records as furnished by other patients.
k. A complaint or question from a patient based on a patient’s receipt of a bill for another individual, receipt of a bill for services the patient denies receiving, a bill from a healthcare provider the patient denies receiving services from, or a notice of insurance benefits for services never received.
l. Records showing medical treatment inconsistent with physical exam or medical history.
m. A dispute of a bill from a patient claiming to be a victim of identity theft.

n. Refusal of a patient to produce an insurance card.

o. A fraud inquiry from an investigator.
2.  Verify Patient Identity at Time of Registration/Check-in

It is the policy of the Practice to verify patient identity at time of registration. The Practice will, to the extent feasible, request documentation of the patient’s identity, residential address, and insurance coverage at time of registration as part of the Identity Theft Prevention Program.

Procedures:

1. When a patient calls to request or confirm an appointment, the patient will be asked to bring the following documentation at check-in for the appointment:
· Driver’s license or other government-issued photo ID; and
· Current insurance card
2. If the patient is a minor, the patient’s parent or guardian should bring the information listed above.

3. When the patient arrives for the appointment, the patient will be asked to produce the information listed above. 
3.  Investigate and Document Identity Theft
It is the policy of the Practice to immediately investigate potential identity theft or fraud, especially in circumstances where a patient claims to be the victim of identity theft.

It is the policy of the Practice to report these incidents to the Compliance Office and his/her designee immediately.  
4.  Staff Training

The above policies and procedures shall be reviewed by all employees of ETSU Physicians on an annual basis and shall be presented to and discussed with all new hires during employee orientation.
5.  Inform the Patient about Identity Theft

It is the policy of the Practice to immediately inform the patient – in writing – of possible unauthorized use of their personal identifying information. 
Notice shall only be delayed if law enforcement informs the Practice that disclosure of the identity theft or breach would impede a criminal investigation or jeopardize national security. A request for delayed notification must be made in writing (or documented contemporaneously by the Practice in writing), including the name of the law enforcement officer making the request and the officer’s agency engaged in the investigation. 

The required notice shall be provided without unreasonable delay after the law enforcement agency communicates to the entity its determination that notice will no longer impede the investigation or jeopardize national or homeland security.

Procedure:

A formal letter will be mailed to the patient via certified USPS mail, return receipt requested. The letter will state the reason the Practice feels the patient is a victim of identity theft and the recommended steps the patient should undertake.

