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Policy: 

Each system administrator will be responsible for a comprehensive disaster management plan and the subsequent training of appropriate personnel in the various departments and/or clinic sites to assure consistent implementation in the event of a disaster.

Procedure:

1. The information system and servers will have a database backup on all working nights.

2. In the event of a disaster, such as fire or an impending natural disaster, each system administrator will assure that the system backup data is stored off site from the clinic in a secure location.

3. The information systems administrator will be responsible for managing and directing activities related to securing data and the system in the event of a disaster.
4. Appropriate outside officials will be notified by the system administrator or his/her designee to initiate the recovery process.  This includes hardware and software vendors, field service engineers and any other designated officials required for the recovery.

5. The system will not be brought back up until the system administrator has given his/her approval that all issues have been resolved to protect data and the system.
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