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APPROVED BY: 
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Signature: ______________________________________________________ 
 

 

 
Policy:  
 
The use of electronic signatures is part of ETSU’s overall security program.  All persons 
authorized must read, understand and comply with this policy.  Misuse of the 
authentication process, such as by sharing passwords and /or signatures, poses 
significant risks to the integrity and confidentiality of patient and other confidential 
information.  
 
Procedure: 
 

1. The ETSU is responsible for developing procedures for determining which 
individuals are authorized to authenticate particular portions of patient medical 
records. The clinician placing the electronic signature into the specified field(s) of 
the Allscripts system is considered to have signed and authenticated that specified 
information entered into the Allscripts system as a part of the patient’s legal 
medical record. 
 

2. ETSU provides the clinical staff training and orientation on the use of the electronic 
signature as a required part of training on the automated medical record. 
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3. The signature applied within the automated medical record system is considered 
the authentication of the specific entry into the medical record, whether that 
electronic signature image is reviewed on a workstation or pen-based tablet screen 
directly within the computerized medical record system or whether the signature 
image has been printed on the paper version of the visit note or medical record 
entry. 
 

4. Clinician staff applying the electronic signature are attesting to having reviewed the 
contents of that entry and having determined that the entry contains what the 
individual clinician intended. Once the clinician has authenticated the entry, the 
system does not permit anyone to overwrite, delete, or alter it. Corrections must be 
made by generating a new entry. 

 
5. Passwords are unique to the clinicians. Clinicians may not share their login or 

password information and must treat it as strictly confidential. 
 

6. The system maintains an audit trail providing details of user names accessing 
medical records and/or unlocking medical records. 
 

 
 
 
 
 
 
 
 
 


